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  The need for humans to know WHO they are 
dealing with 
◦  Software publisher 
◦  Web merchant 
◦  Authority asking for private information 

  We have deployed the most sophisticated math to 
verify credentials…… But NO way to translate that 
verification to human intelligible information!  







  No common visual design 
  No common set of attributes 
  Lack of semantics and labels (country, 

serialNumber) 
  Lack of localization 



  Adds logotype images through URL and hash 
◦  Community 
◦  Issuer Organization 
◦  Subject Organization 

  No graphical design 
  No selection of attributes 
  No semantics or display labels 



  Is extensible 
  Allow definition of new image types 

  What if we turn the whole visual 
representation of the eID into one combined 
and scalable image? 



  July 1 2008, Portable Document Format (PDF) 
becomes ISO 32000-1:2008 

  Three choices 
◦  Keep RFC 3709 intact 
  Just define new RFC 3709 otherLogos type, binding a 

complete visual certificate image to the certificate 
◦  Update RFC 3709  
◦  Define new extension 



  Allow embedded certificate image? 
  Extensibility 
  MIME Media Type for PDF 
  Metadata (language and scaling) 



  National eID provider in Sweden 
  1.5 million users 
  Usable in 300 Services 
  Supported by national legislation 
  Customized applications for trust, session 

and UI control 
  Certificate image could enhance  
◦  Identification of Services 
◦  General User acceptance of technology 
◦  Selection and recognition of certified eID 



  What if a CA issues a certificate with 
conflicting information ? 
◦  Image claims I’m John Doe 
◦  Attributes claim I’m Jane Doe 

  Society tolerates that some crimes are 
possible to commit as long as we can detect, 
trace and prosecute them. 

  Relying Party trust policy is always in control 
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  Investigate interest 
  Editors 
  Develop first draft 
  Request to develop standard in PKIX 

Visual eID Project 
http://AAA-sec.com/visualeid/ 
stefan@AAA-sec.com 


