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What is the problem

» The need for humans to know WHO they are
dealing with
- Software publisher
- Web merchant
- Authority asking for private information

We have deployed the most sophisticated math to
verify credentials...... But NO way to translate that
verification to human intelligible information!




This is NOT intelligible

Certificate

General | Details | Certification Path |

a Certificate Information

This certificate is intended for the following purpose(s):
* Ensures the identity of a remote computer

*Refer to the certification authority's statement for details.

Issued to: www.paypal.com

Issued by: VeriSian Class 3 Extended Validation SSL SGC CA

Valid from 2008-05-02 to 2009-05-03

Llsuer Statement ]

Learn more about certificates

Certificate ‘
[ General | Details | Certification Path
Show: [<A|| = v ]
Field Value =
|:] Version V3 = \
E]Serial number 634dce 1c619ffb6b 26 1e... ‘
E_]Signature algorithm shalRSA
|j Issuer VeriSign Class 3 Extended Vali...
DValid from den 2 maj 2008 02:00:00
(=] valid to den 3 maj 2009 01:59:59
Subject www.paypal.com, Information...
[=] by ihic kav RSA (1074 Rite) &
CN = www.paypal.com -
QU = Information Systems 5
O =PayPal, Inc.
STREET = 2211 N 1st St =
L = San Jose
S = California
PostalCode = 95131-2021
C=US
SERIALNUMBER = 3014267 %

Edit Properties... Copy to File...

Learn more about certificate details
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But this is
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What is stopping us

» No common visual design
» No common set of attributes

» Lack of semantics and labels (country,
serialNumber)

» Lack of localization

Certificates do not provide sufficient data




RFC 3709 Logotypes

» Adds logotype images through URL and hash
- Community
> Issuer Organization
> Subject Organization

BUT..

» No graphical design
» No selection of attributes
» No semantics or display labels
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BUT RFC 3709....

» Is extensible
» Allow definition of new image types

» What if we turn the whole visual
representation of the elD into one combined
and scalable image?




Possible solution

» July T 2008, Portable Document Format (PDF)
becomes ISO 32000-1:2008

» Three choices jAdobe

- Keep RFC 3709 intact

- Just define new RFC 3709 otherLogos type, binding a
complete visual certificate image to the certificate

- Update RFC 3709
- Define new extension




Open issues

» Allow embedded certificate image?
» Extensibility

» MIME Media Type for PDF
» Metadata (language and scaling)




Use Case i)

BankIlD

» National elD provider in Sweden
» 1.5 million users

» Usable in 300 Services

» Supported by national legislation

» Customized applications for trust, session
and Ul control

» Certificate image could enhance

- ldentification of Services

- General User acceptance of technology

- Selection and recognition of certified elD




The controversial issue

» What if a CA issues a certificate with
conflicting information ?

> Image claims I’'m John Doe
- Attributes claim I’'m Jane Doe

» Society tolerates that some crimes are
possible to commit as long as we can detect,
trace and prosecute them.

» Relying Party trust policy is always in control




Typical

Certificate
General | Details | Certification Path|

§ Certificate Information

This certificate is intended for the following purpose(s):
*Ensures the identity of a remote computer

*Refer to the certification authority’s statement for details.

Issued to: www.paypal.com

Issued by: VeriSign Class 3 Extended Validation SSL SGC CA

Valid from 2008-05-02 to 2009-05-03

Ul policy

Require local UI?

Certificate trusted
to provide
Certificate Image?

Use locally defined
ul

NO|

v [ payPal, Inc. [US]

Al

= X
= A Website Identification

VeriSign has identified this site as
PayPal, Inc.

San Jose, California

us

This connection to the server is encrypted.

Should I trust this site?

View certificates

N1/

Show signed

Use default Ul Certificate Image

Issuer Statement

Learn more about certficates
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Path Forward

» Investigate interest

» Editors

» Develop first draft

» Request to develop standard in PKIX

Visual elD Project




