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The Problem
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Z’j At least one signature has problems.

Signatures

{bv Validate All

» 1 Rev. 1: Signed by Microsec e-Szigné

St Setensp miCcROsec
©-Szignd FMH rendszer SZOLGALTATASI SZABALYZAT

Szdmitdstechniked Fejleszed Kft.

SZOLOGALTATASI SZABALYZAT
a MICROZEC altal Gzemeitetett e-32igno FMH rendczer

génybevedsishez

Az o-32ignd FMH rendczer hasznalata sordn 3 Jelen SZOLGALTATASI SZABALYZAT (a
tovabbiakban: Szabalyzat), mint ataanos szerzicés] feRéteiex iranyaddak a szerzdadit
feihasznaid, a tovabbiakban, mint Felhaczndlo &3

a MICROZEC Szamitacteohnikal Fejleczts K. (1022 Bp. Marcibanyl tér S cg: 01-0%
078353) a tovabbiakban, mint MICROSEC, vagy mint 3zoigaitato,

kozbzen egyOtt, mint Felek kazott




The Detailed Problem

Signature Properties

% Signature validity is UNKNOWN.

{Summary Document = Signer  Date/Time Legal}

Signed by: Microsec e-Szigné Online Szolgaltatisok <info@e-sz (_Show Certificate... )

Reason: Not available

Date: Not available Location: Not available

Validity Summary

@ The Document has not been modified since this signature was applied.

Lz,j The signer's identity is unknown because it has not been included in your list of

trusted identities and none of its parent certificates are trusted identities.

Q Signature is timestamped but the timestamp could not be verified.

Signature was created using Adobe Acrobat.



More Detalls

Certificate Viewer

This dialog allows you to view the details of a certificate and its entire issuance chain. The details
correspond to the selected entry.

[ Show all certification paths found

¥ Microsec e-5zignd R ! Summary Details Revocation Trust Policies Legal Notice
v Fokozott e-Szign
Microsec e-Szi This Ceniﬁcate is not trusted.

_ Trust Settings

Sign documents or data
Certify documents

Execute dynamic content that is embedded in a certified
document

Execute high privilege JavaScripts that are embedded in a
certified document

® K X X X

Perform privileged system operations (networking, printing,
file access, etc.)



Current Status

18 EU states currently issue machine readable TSL
under the EU commission TSL list of lists

Representing 304 trust service provider certificates

104 of these are root certificates and 200 are
intermediary CA certificates

Many EU countries still have no machine readable TSL
under the EU list of lists.
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Cross Certification

Non-trusted and Absent Locally Trusted

TSL Trusted

Subject DN
Subject Public Key &

Subject Key Identifier Cross
Certificate




After TSL Trust

| l@ Signed and all signatures are valid.

Certificate Viewer

g Signatures

w - Validate All
» % Rev. 1: Signed by Mic

This dialog allows you to view the details of a certificate and its entire issuance chain. The details

correspond to the selected entry.

@ Show all certification paths found

¥  Sweden Single Point
v Advanced e-Szigr
Microsec e-Szi

v Sweden Single Point
v Advanced e-Szigr
Microsec e-Szi

v Microsec e-Szigno R
v Fokozott e-Szign
Microsec e-Szi

(

Summary Details Revocation = Trust  Policies Legal Notice

!

This certificate is directly trusted in your trusted identities list.
Trust Settings

This certificate is set as a trust anchor, the result being that this
certificate and all certificates issued beneath this certificate are
trusted to:

Sign documents or data
Certify documents

Execute dynamic content that is embedded in a certified
document

Execute high privilege JavaScripts that are embedded in a
certified document

S & 8%

Perform privileged system operations (networking, printing,
file access, etc.)

Revocation checking is not performed for this certificate because
it is directly trusted as a trust anchor.

Add to Trusted ldentities..




TSL Trust - Architecture

Cross Certlﬁcatlon Manual Cert
Pollcy Module entry
CA \
(OpenSSL
EU extracted

Cross
certs db db

certification

Certificate indation
OCSP /CRL

Web front



After TSL Trust

1 (or a few) Validation Root Certificates

1 (or a few) validation certificate files (PKCS#7) for
easy import into OS platforms and applications

Works for ALL environments
Works for ALL applications

Local policy decides what's accepted as a valid
signature




100% Open Source

Java /| Maven

MySQL database

FedICT Belgian elD - TSL library
OpenSSL CA

Tool command language (Tcl) and

Expect script language



Demonstration

TSL Extractor v0.2.0

File

B usted s
» (] BE - FPS Economy, SMEs, Self-emplo
» (11 CZ - Ministry of the Interior of the Cz
» (1] DE - Federal Network Agency
» [ EE - EN:Ministry of Economic Affairs
» [ EL - Hellenic Telecommunications an
» [ FR - General Directorate for State Mc
v [@ IT - DigitPA

» (L1 Bank of Italy

v Infocert S.p.A.

_ Infocert qualified certificates i
" Infocert qualified timestamp s

» [ Actalis

» (1] ArubaPEC

» [ Lombardia Integrata S.p.A. Serviz

» [ Monte dei Paschi di Siena Bank

» (1] CEDACRI

» [ CNDCEC

» (] Comando C4 Difesa

» [ Consiglio Nazionale del Notariato

> Consiglio Nazionale Forense

» [T Telecom S.r.L.

» [ Intesa

» [ Intesa Sanpaolo Bank

» [ Postecom

» [ Sogei
» [ LT - Information Society Developmen
» [ LU - Institut Luxembourgeois de la N
» [ HU - National Communications Authc
| MT - Malta Communications Authorit
(111 AT - Rundfunk und Telekom Regulie
(1] PL - National Bank of Poland
(111 PT - National Security Cabinet of Por
(11 SI - Republic of Slovenia, Ministry of |
{11 SK - NATIONAL SECURITY AUTHORIT
(1] SE - Swedish Post and Telecom Ager
(] NO - NPT - Norwegian Post and Tel¢
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[ General

TSL Info

XML Data

DB Records }

Refresh table () 1sp ¥ Date [ Seq# [ CertlD [ Cert ¥ Root [ Hash (¥ Listed

Terri...
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4 TrustService

a-sign-premium-mobile-03 (1st certificate)
a-sign-Premium-Sig-01 (primary system, 3rd certificate)
TrustSign-Sig-01 (primary system, 3rd certificate)
a-sign-Premium-Sig-03 (primary system, 1st certificate)

a-sign-Premium-Sig-03 (secondary system, 1st certifica...

a-sign-Premium-Sig-02 (primary system, 1st certificate)

02 (secondary system, 1st certifica...

01 (primary system, 2nd certificate)
a-sign-Premium-Sig-01 (secondary system, 2nd certific...
TrustSign-Sig-01 (primary system, 2nd certificate)
TrustSign-Sig-01 (secondary system, 2nd certificate)
a-sign-Premium-Sig-01 (primary system, 1st certificate)

a-sign-Premium-Sig-01 (secondary system, 1st certifica...

a-sign uni (1st certificate)

TrustSign-Sig-01 (primary system, 1st certificate)
TrustSign-Sig-01 (secondary system, 1st certificate)
a-sign Premium CA (1st certificate)

Sicherer Zeitstempeldienst-01 (1st certificate)

Sicherer Zeitstempeldienst-02 (1st certificate)
CN=Belgium Root CA, C=BE

CN=Belgium Root CA2, C=BE

CN=Certipost E-Trust Primary Qualified CA, O=Certipos...
(1) I.CA - issuing qualified certificates

(2) I.CA - issuing qualified certificates

(11) I.CA - issuing qualified certificates

(16) I.CA - issuing qualified certificates

(9) I.CA - Qualified Time Stamping Authority, nCipher DS...
(10) I.CA - Qualified Time Stamping Authority, Time Sta...
(12) I.CA - Qualified Time Stamping Authority, Time Sta...
(17) I.CA - Time Stamping Authority, TSS/TSU 1, 12/2009
(18) I.CA - Time Stamping Authority, TSS/TSU 2, 12/2009
(19) I.CA - Time Stamping Authority, TSS/TSU 3, 12/2009
(4) PostSignum - issuing qualified certificates

(21) PostSignum - issuing qualified certificates

(13) PostSignum - Qualified Time Stamping Authority, TS...
(14) PostSignum - Qualified Time Stamping Authority, TS...
(15) PostSignum - Qualified Time Stamping Authority, TS...

(8) ACAelD - issuing qualified certificates

(23) ACAelD - issuing qualified certificates

ESTEID: Qualified certificates for Estonian ID-card 2002
ESTEID-2007: Qualified certificates for Estonian ID-card...
EID-2007: Qualified certificates for Mobile-ID

KLASS3: Qualified certificates for legal persons for digital...

KLASS3 2010: Qualified certificates for legal persons for...
OCSP service for ESTEID (from 2005)

Service Type
CA/QC
CA/QC
CA/QC
CA/QC
CA/QC
CA/QC
CA/QC
CA/QC
CA/QC
CA/QC
CA/QC
CA/QC
CA/QC
CA/QC
CA/QC
CA/QC
CA/QC
TSA
TSA
CA/QC
CA/QC
CA/QC
CA/QC
CA/QC
CA/QC
CA/QC
TSA
TSA
TSA
TSA
TSA
TSA
CA/QC
CA/QC
TSA
TSA
TSA
CA/QC
CA/QC
CA/QC
CA/QC
CA/QC
CA/QC
CA/QC
Certstatus /OCSP

Status

accredited
accredited
accredited
accredited
accredited
accredited
accredited
accredited
accredited
accredited
accredited
accredited
accredited
accredited
accredited
accredited
supervisionincessati...
undersupervision
undersupervision
undersupervision
undersupervision
undersupervision
accredited
accredited
accredited
accredited
accredited
accredited
accredited
accredited
accredited
accredited
accredited
accredited
accredited
accredited
accredited
accredited
accredited
undersupervision
undersupervision
undersupervision
undersupervision
undersupervision
undersupervision

TSL Date

2010-03-05T23:00:00.000Z
2010-03-05T23:00:00.000Z
2010-03-05T23:00:00.000Z
2010-03-05T23:00:00.000Z
2010-03-05T23:00:00.000Z
2010-03-05T23:00:00.000Z
2010-03-05T23:00:00.000Z
2010-03-05T23:00:00.000Z
2010-03-05T23:00:00.000Z
2010-03-05T23:00:00.000Z
2010-03-05T23:00:00.000Z
2010-03-05T23:00:00.000Z
2010-03-05T23:00:00.000Z
2010-03-05T23:00:00.000Z
2010-03-05T23:00:00.000Z
2010-03-05T23:00:00.000Z
2010-03-05T23:00:00.000Z
2010-03-05T23:00:00.000Z
2010-03-05T23:00:00.000Z
2010-05-01T00:00:00.000Z
2010-05-01T00:00:00.000Z
2010-05-01T00:00:00.000Z
2010-04-07T09:30:00.000Z
2010-04-07T09:30:00.000Z
2010-04-07T09:30:00.000Z
2010-04-07T09:30:00.000Z
2010-04-07T09:30:00.000Z
2010-04-07T09:30:00.000Z
2010-04-07T09:30:00.000Z
2010-04-07T09:30:00.000Z
2010-04-07T09:30:00.000Z
2010-04-07T09:30:00.000Z
2010-04-07T09:30:00.000Z
2010-04-07T09:30:00.000Z
2010-04-07T09:30:00.000Z
2010-04-07T09:30:00.000Z
2010-04-07T09:30:00.000Z
2010-04-07T09:30:00.000Z
2010-04-07T09:30:00.000Z
2010-04-29T14:19:34.000Z
2010-04-29T14:19:34.000Z
2010-04-29T14:19:34.000Z
2010-04-29T14:19:34.000Z
2010-04-29T14:19:34.000Z
2010-04-29T14:19:34.000Z
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Listed

present
present
present
present
present
present
present
present
present
present
present
present
present
present
present
present
present
present
present
present
present
present
present
present
present
present
present
present
present
present
present
present
present
present
present
present
present
present
present
present
present
present
present
present
present
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Questions




